Alexey D. Zinin 

PROTECTION OF NETWORK INFRASTRUCTURE AND SECURE COMMUNICATION OF 

CONTROL INFORMATION THERETO 

Attny. Docket No. 1400.1376750 
Express Mail Label No. EV 322402494 US 




CD 

I 

!| 

o 2 

E CD a 

O CD => 

O o O 

Q- CO 



C/3 
CD 

E 
o 



CD 



CD 



O CD 



CD 

.1 £ 



C/5 



<D 



II 



O £Z 

_Q ™ 

0 0 CD LL 

_j o cq a. 



Alexey D. Zinin 

PROTECTION OF NETWORK INFRASTRUCTURE AND SECURE COMMUNICATION OF 

CONTROL INFORMATION THERETO 

Attny. Docket No. 1400.1376750 
Express Mail Label No. EV 322402494 US 

2/3 

APPLYING INTERFACE GROUPS TO DETERMINE WHEN MARKING OF 
CONTROL PACKETS IS TO BE DONE 

201 

APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS WITHIN A 

PARTICULAR INTERFACE GROUP 203 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS 
WITHIN A BACKBONE INTERFACE GROUP 



204 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS 
WITHIN A CUSTOMER-SPECIFIC INTERFACE GROUP 



205 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS 
WITHIN A PEER INTERFACE GROUP 



206 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS BETWEEN 

INTERFACE GROUPS 207 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS 
BETWEEN BACKBONE AND CUSTOMER-SPECIFIC INTERFACE 

GROUPS 208 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS 

BETWEEN CUSTOMER-SPECIFIC AND PEER INTERFACE GROUPS 

209 



APPLYING INTERFACE GROUPS TO PACKET COMMUNICATIONS 
BETWEEN BACKBONE AND PEER INTERFACE GROUPS 



210 



FIG. 2A 



|(CONT.) 



Alexey D. Zinin 

PROTECTION OF NETWORK INFRASTRUCTURE AND SECURE COMMUNICATION OF 

CONTROL INFORMATION THERETO 

Attny. Docket No. 1400.1376750 
Express Mail Label No. EV 322402494 US 

3/3 

I 

201 



APPLYING INTERFACE GROUPS TO COMMUNICATION OF ICMP PACKETS 

211 



APPLYING INTERFACE GROUPS TO COMMUNICATION OF PING PACKETS 

212 



APPLYING INTERFACE GROUPS TO COMMUNICATION OF TRACEROUTE 

PACKETS o- 



APPLYING INTERFACE GROUPS TO COMMUNICATION OF PACKETS FROM 
NETWORK OPERATIONS CENTER (NOC) HOSTS 214 



' MARKING PACKETS CARRYING THE LAYER-3 CONTROL INFORMATION 21 5 




MARKING THE PACKETS USING A UNIQUE PROTOCOL IDENTIFIER 

216 








MARKING THE PACKETS USING A LINK-LOCAL MPLS LABEL 

217 









V 



ENCAPSULATING THE PACKETS AT LAYER-2 

218 



